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ABSTRACT 

 
The growth of the Internet as a means of communication has sparked a need for re-
searchers to investigate the issues surrounding different social behaviors associated 
with Internet use. Of particular interest is the importance of a user’s perception of 
anonymity. The independent variables for the study were demographic information, 
social networking habits and prior negative experience. The dependent variable for 
this study was perception of online anonymity. Data for this analysis were taken from 
the Pew Research Center’s Internet & American Life Project’s July 2013 Pew Internet 
Anonymity Survey. A binomial logistic regression analysis was performed to predict 
perception of anonymity on the Web. Results indicated that gender, income level, 
education level, social networking habits and compromised identity are significant in 
predicting one’s perception of anonymity on the web. Age and prior negative experi-
ence were not significant predictors. Differences in technological proficiency and 
access to the web are two factors believed to have contributed to these results, particu-
larly those related to demographics. The findings from this research could be used to 
help target demographics with the education and support needed to protect their iden-
tity on the web. This study also offers insight about who are more likely to attempt to 
use the web anonymously and will help further identify the patterns of behavior asso-
ciated with anonymous web use. This paper calls for further studies to analyze to what 
extent do the opinions and experiences of friends and relatives impact an individual’s 
perception of anonymity. 
 

INTRODUCTION 

 
According to Lin et al. (2000), the number of internet users has increased 

more than tenfold in the past decade alone.  One of the major concerns of this growth 
is the idea of anonymity of the user, both technically and socially.  Technical ano-
nymity refers to the removal from the internet of all meaningful identifying infor-
mation about users, including their names, addresses, genders or other identifying 
information. Social anonymity refers to the perception of others and/or an individual 
as unidentifiable because of the lack of cues creating an identity; examples include the 
use of pseudonyms or multiple email addresses such as a personal one and a profes-
sional one.   In this case the information disclosed in each varies, creating a form of 
anonymity. A non-essential email address for social websites, for example, offers 
more protection from privacy invasions than if a business or personal email address is 
used, and even though a person is not completely anonymous in this social context, 
he/she may perceive himself or herself to be so to others (Traynor, 2005).  No matter 
the type or the reason for it, anonymity means that a person cannot be identified based 
on the dimensions of legal name, location, pseudonyms that can be linked to the name 
or location, or pseudonyms that cannot be linked to specific identity information but 
that can provide other clues to identity, revealing patterns of behavior, membership in 
a social group or information, items or skills that indicate personal characteristics 
(Marx, 1999). 

Research suggests that people camouflage or hide their identity primarily to 
maintain their privacy (Ackerman et al. 1999), an increasing concern of internet users. 
According to a 2004 study conducted by the USC Annenberg School of Communica-



tion-Center for the Digital Future, 88.2% of internet users were concerned about the 
privacy of their personal information.   However, recent literature (Samuel, 2014; 
Wismer et al. 2012; Fraune et al., 2013) suggests that anonymous behaviors for 
achieving this privacy and security have various benefits and limitations. For exam-
ple, they can remove inhibitions, resulting in acts of kindness or generosity, on the 
one hand, or abuse and misbehavior on the other. Researchers have also suggested 
that people use anonymity as a “layer of protection” to counter the effects of discuss-
ing unpopular and/or  taboo topics. Anonymity can also become a mask, representing 
an online persona different from the one exhibited offline in an attempt to maintain 
privacy. These masks typically include incorrect information such as the wrong age or 
false information about gender, the former being especially relevant in cases of chil-
dren providing incorrect ages to access restricted sites (Lehman, 2000). 

Past research also has explored the methods used to remain anonymous on 
the web, with using proxy servers and anonymous names and pseudonyms, and clear-
ing cookies and browser history, being some of the more common techniques (Turner 
et al., 2003, Berendt, 2005).  Using a proxy server allows internet users to hide their 
internet protocol (IP) address by essentially using the IP address of the proxy as a 
“middle man” (Clark et al., 2007).  Cloning IP addresses, another common technique 
used to mask a user’s identity, allows for accessing a particular website through a 
different IP address, usually a fake one.   The use of pseudonyms, such as screen 
names, allows users to keep their real names private, and clearing cookies and brows-
er history helps to prevent online activity from being tracked.  

While previous studies suggest that attitudes about particular online commu-
nities or sites, technical knowledge and privacy preferences help explain the  motiva-
tion for  seeking anonymity,   there is limited research on how gender, age, education,  
income level, prior experiences on the web and use of social networking sites influ-
ence  perceptions of anonymity.  To address this need, this research developed a mod-
el that helps predict an internet users’ perception of anonymity on the web by consid-
ering the following:  

 
1. How do demographic characteristics influence perceptions of anonymity? 

 
One such characteristic of particular interest is gender, as past research has found 
differences in computer and internet skills between men and women (Chalil Madathil 
et al., 2013). Men tend to be more frequent users of the internet than women and are 
also more likely to experiment with and tweak features on the web. In addition, men 
are more aware of privacy settings and the use of cookies and options such as history 
and incognito windows, as well as loopholes on the web (Bimber, 2000, Gefen et al., 
1997). Research has also shown that men exhibit better online skills, in particular the 
ability to locate content online, than women (Hargittai and Shafer, 2006).  Thus, this 
research hypothesizes that men are more likely to believe they can maintain anonymi-
ty while using the internet than women.      

 
2. How do prior negative experiences on the web influence perceptions of anonymi-

ty? 
 



Research indicates that people are affected by such negative experiences as the loss of 
personal information and compromised identities. As a result, they tend to be cautious 
when placed in similar situations again (Holt and Crocker, 2000; Sweeney et al., 
2008).   For example, a study discussed by Sweeney and colleagues (2008) found that 
respondents who had their identity stolen in a simulated scenario were more willing to 
change their behavior as a result of this negative experience. Considering these re-
sults, it is hypothesized that people who have had prior negative experiences on the 
web are more likely to believe that it is not possible to use the web anonymously. 
 
3. How likely are the users of social networking sites to believe that it is possible 

for someone to use the internet completely anonymously? 
 

Over the past decade, social networking sites, online portals allowing users to create 
profiles and build a personal network by connecting to other users, have grown from a 
niche activity into a phenomenon that engages millions of internet users (Subrahman-
yam et al., 2008, Abhayankar, 2011). Currently, this figure is closer to 2 billion users, 
with Facebook alone accounting for 1.1 billion active social media users (Number of 
worldwide social network users). Studies have indicated that these sites, as well as 
discussion boards (Chalil Madathil et al., 2013), are increasingly being used to share 
information and news (Bakshy et al., 2012). Users of such sites have increased access 
to information about anonymity and ways of using the web anonymously (Boyd and 
Ellison, 2007).  Thus, it is hypothesized that users of social networking sites are more 
likely to believe that it is possible to use the internet anonymously. 
 
To investigate these issues and factors that predict users’ perception of anonymity on 
the internet, this study used a logistic regression model. 
 
 

METHOD 

 

Data source 

Data for this analysis were taken from the Pew Research Center’s Internet & 
American Life Project’s July 2013 Pew Internet Anonymity Survey (Pew Research 
Internet Project, 2013), a survey of adults in the United States conducted by Princeton 
Survey Research Associates International on anonymity on the internet. These tele-
phone interviews were conducted in English by Princeton Data Source from July 11 
to July 14, 2013.  This survey data consisted of responses from 1002 participants. The 
data were subsequently weighted to correct known demographic discrepancies (Pew 
Research Internet Project, 2013).  

The subsample used in this study included only the respondents who an-
swered “Yes” to the question, “Do you use the Internet, at least occasionally?” The 
definition of internet for this survey was someone who uses the internet, 
sends/receives emails or accesses the internet on a mobile device at least occasionally. 
The demographic information of the sample used in the analysis is shown in Table 1 
along with the participants’ anonymity perception. 

 
 



Table 1. Anonymity perceptions based on demographics   

Individual characteristics respondents  
(Weighted N = 1002) 

Can anonymity be achieved?  

No (%) Yes (%)  

Age     
    18-34  32.9 40.0  

    35-49  27.3 23.8  

    50-64 28.0 25.5  

    65+ 11.6 10.6  

Education     
    High school or less 30.1 37.9  

    Post high school but < 4 year college degree 34.6 35.7  
    4- year college degree and above 35.3 26.3  

Race    
    White 80.1 69.3  
    African American 9.7 15.4  

    Others 10.1 15.3  
Gender     
    Male 44.3 55.1  

    Female 55.6 44.8  
Income level    
    < $30,000 26.9 34.9  

    $30,000 to < $50,000 18.7 22.7  
    $50,000 to < $75,000 19.5 12.7  
    > $75,000 34.9 29.6  
 
*percentages may not add to 100% due to exclusion of “I don’t know” responses 

 

Independent variables 
The independent variables in this study included demographic characteris-

tics, social networking habits, loss of personal information and compromised identity. 
The demographic variables included age, education, race, gender and income level. In 
this analysis, age was coded as a continuous variable and gender as a dichotomous 
variable (1 = Male and 2 = Female) while race was coded into three categories (1 = 
White, 2 = African American and 3 = Others) as was educational level (1 = High 
school or less, 2 = Post high school but less than a four-year college degree, 3 = 4 
year-college degree and above). Finally, income level was coded as a 1 = <$30,000; 2 
= $30,000 to <$50,000; 3 = $50,000 to <$75,000; 4 = $75,000 and above.  
 The use of social networking sites was analyzed  based on the question “Do 
you ever use the internet to use a social networking site like Facebook, LinkedIn or 
Google Plus?,” with the respondents answering “Yes,” “No,” “Don’t know” or “Re-
fused.” Because the last two response categories received no responses, they were not 
included in the analysis.  
 Prior negative experiences were evaluated by the question “Have you ever 
had personal information stolen such as your social security number, your credit card 
or bank account information?”  Coded as a dichotomous variable, respondents’ an-
swered either “Yes” or “No,” with a 1 being recorded for the former and a 2 for the 
latter.    
 Compromised identity was assessed by “Have you ever had an email or 
social networking account of yours compromised or taken over without your permis-



sion by someone else?” Similar to prior negative experiences, this variable was also 
considered as a dichotomous one, with a yes response being coded as 1 and a no as a 
2.  
      
Dependent variable 

User perception of anonymity on the internet was measured with the ques-
tion, “Considering everything you know and have heard about the internet, do you 
think it is possible for someone to use the internet completely anonymously – so that 
none of their online activities can be easily traced back to them?,” with respondents 
answering either “Yes,” “No,”  “Don’t know” or “Refused.” Only the responses of 
“Yes” and “No” were included in this study, meaning that the two categories of de-
pendent variables included respondents who perceive that it is possible for someone 
to use the internet anonymously and those who do not.  
 

Analysis 

A binomial logistic regression analysis was conducted using SPSS 21.0 to 
predict perception of anonymity on the web. The three logistic regression models 
were developed to assess the characteristics associated with perceptions of anonymity. 
These models included the demographic variables of gender, age, education, race and 
income level as well as a variable measuring the use of social networking sites such as 
Facebook, LinkedIn and Google Plus. In addition, the variables measuring negative 
prior experiences, such as the loss of personal information and compromised identity, 
were also included in the analysis.  Fit indices, pseudo R-squared, effect size esti-
mates, logistic regression coefficients and their significance, corresponding odds rati-
os and confidence intervals were calculated for all three models.  
 
Table 2. Estimated coefficients of the  binomial logistic regression model 

Predictor 
Model 3 ∆χ2 

B SE OR 95% CI for OR  

Intercept -1.04 0.24 0.35 -1.5,-0.57 19.39 

Gender      

Male  0.50 0.08 1.65 0.33,0.67 32.69 

Female 0a     

Age 0.01 0.01 1.00 -0.00,0.01 2.28 

Income level      

  <$30,000 0.18 0.12 1.19 -0.06,0.42 2.19 
 $30,000 to < $50,000 

0.26 0.12 1.29 0.01,0.51 4.21 
 $50,000 to < $75,000 

-0.32 0.13 0.72 -0.58,-0.04  5.34 
 > $75,000 

0a     

Race      

White -0.59 0.13 0.55 -0.85,-0.32 18.66 

African American 0.00 0.17 1.00 -0.34,0.34 0.00 

Others 0a     



Educational level      
High school or less 0.47 0.12 1.6 0.23,0.71 15.01 

Post high school but less than 4-year col-
lege 0.267 0.11 1.31 0.05,0.48 5.82 

4-year college degree and above 0a     

Use of social networking sites      

Yes 0.24 0.11 1.27 0.03,0.45 5.02 

No 0a     

Loss of personal information      

Yes -0.15 0.14 0.86 -0.42,0.12 1.13 

No 0a     

Compromised identity      
Yes 0.64 0.11 1.89 0.44,0.85 33.5 

No 0a     

Chi-square 162.28   

Df 12   

-2log likelihood 2903.63   

Sample size 2434   

Note. *p < 0.05;  a – reference category 

 
 

RESULTS 

 

Table 2 shows the results of the logistic regression, including the logistic re-
gression coefficients, their corresponding standard errors, their odds ratios and the 
confidence intervals for these odds ratios. The results indicated that all predictors 
except age and loss of personal information were significant in predicting an internet 
user’s perception of anonymity. The model yielded a Chi-square value of 162.28 and 
12 degrees of freedom. 

 
The results indicated that gender was a significant factor, with  men being  

more likely to believe that they can maintain anonymity while using the web than 
women. Specifically, the probability of men perceiving that it is possible to remain 
anonymous was 0.46. Figure 1 shows the mean predicted value of perception of 
online anonymity for gender. 

 
Race was also found to be a significant factor, with  people who are White 

being less likely to perceive that the internet can be used anonymously than those of 
another race. The probability of people who perceive that it is possible to use the web 
anonymously is 0.38 for whites, 0.51 for African Americans and 0.53 for others. Fig-
ure 2 displays the mean predicted value of perception of online anonymity for race. 



 
Figure 1: Mean predicted value of perception of 

online anonymity for gender 
Figure 2: Mean predicted value of perception of 

online anonymity for race 

  

 
Another predictor of perception about anonymous use of the internet was ed-

ucational level. Individuals with an educational level of high school or less were more 
likely to perceive that the internet can be used completely anonymously than those 
with a four-year college degree and higher. Similarly, people with an educational 
level of post high school but less than a four-year college degree were more likely to 
perceive that it is possible to use the web anonymously than those with an education 
level of four-year college degree or higher. The mean predicted value of perception of 
anonymity for high school or less is 0.48, post high school but less than a four-year 
college degree is 0.39 and an educational level of four-year college degree or higher is 
0.33. Figure 3 shows the mean predicted value of perception of anonymity for the 
different education levels. 

 
Income level was also a predictor of the perception of anonymity, with the 

analysis indicating that people with an income between $50,000 and $75,000 were 
least likely to perceive that the web can be used anonymously, while those with an 
income level below $30,000 were most likely to perceive that it is possible to use the 
web anonymously. The probability of people who perceive that it is possible to use 
the web anonymously is 0.47 for those earning less than $30,000/year, 0.45 for those 
in the range of $30,000 to $50,000, 0.29 for those in the range of $50,000 to $75,000 
and 0.35 for those above $75,000. Figure 4 displays the mean predicted value of per-
ception of online anonymity for income level. 
 
 
 
 
 
 
 



Figure 3: Mean predicted value of perception of 
online anonymity for education level 

Figure 4: Mean predicted value of perception of 
online anonymity for income level 

  

 

Another variable impacting the perception of anonymity on the web was so-
cial network habits. People who use such social networking sites as Facebook, 
LinkedIn and Google Plus were more likely to perceive that it is possible to use the 
internet anonymously than those who do not. The probability of people perceiving 
that it is possible to use the web anonymously was 0.41 for those who use social net-
works and 0.35 for those who do not.  Figure 5 shows the mean predicted value of 
perception of online anonymity for social network usage. 
 

Compromised identity was another predictor of how users perceive anonymi-
ty on the internet, with the results indicating that those who have had an email or so-
cial networking account compromised were more likely to perceive that the internet 
can be used anonymously. Figure 6 shows the mean predicted value of perception of 
online anonymity for users who had an email or social networking account compro-
mised. 
 
 
 
 
 
 
 
 
 
 
 
 
 



Figure 5: Mean predicted value of perception of 
online anonymity for social network usage 

Figure 6: Mean predicted value of perception of online  
anonymity for users who had an email or social networking account 

compromised 

  

 
 

As this analysis indicates, there was sufficient evidence to suggest that men 
are more likely to perceive that it is possible to use the internet while maintaining 
anonymity. The results also indicate that users of social networking sites are more 
likely to perceive that it is possible to use the web while remaining anonymous.  In 
addition, the findings from this study suggest that people whose identity has been 
compromised on the web are more likely to believe that it is not possible to use the 
web anonymously. However the analysis indicates a lack of evidence supporting that 
people who have had prior negative experiences such as loss of personal information 
on the web are more or less likely to believe that it is possible to use the web anony-
mously. 
 

DISCUSSION 

 
Anonymous use of the internet has become an important issue over the past 

few years, in part because the increase in its capabilities has transformed its use. The 
ease of information access coupled with the ready availability of personal data have  
made it easy and  tempting for interested parties (individuals, businesses and govern-
ments) to intrude into people’s privacy in unprecedented ways (Rezgui, Bouguettaya 
and Eltoweissy, 2003). This desire to maintain privacy has been one of the primary 
reasons people attempt to use the web anonymously (Rezgui et. al. 2002). To explore 
this phenomenon, this study explored the factors that predict an internet user’s percep-
tion of anonymity.  

One of the important findings from this analysis is that men were more likely 
than women to perceive that the internet can be used anonymously. This result seems 
consistent with previous studies that found that men are more aware of the functional-
ities of the web and are more prone to tweak or experiment with them. (Hargittai et al. 



2006) Conversely, because women are less familiar with the capabilities of the web, 
they are less likely to believe that they can use the web anonymously.  

Race was also a significant factor. Whites, on average, were less likely to be-
lieve that anonymity on the web could be achieved, perhaps because of the “digital 
divide” purported to exist between Whites and minorities in the US.  It has been ob-
served that demographic groups with greater access to the Internet were the same 
groups (Whites, men, city-dwellers) with greater access to education and income, 
among other resources (DiMaggio & Hargittai, 2001). DiMaggio & Hargittai pro-
posed a finer distinction in the inequality in technology use than just those who have 
it and those who do not (2001). They point to differences in the equipment users have, 
the level of freedom they have when using the web (home versus work or public loca-
tion), their skill level, the amount of support they receive and their purpose for using 
the internet. Because of these differences, it is possible that Whites, due to better 
equipment, greater autonomy, more proficiency and/or more support, have had more 
opportunities to explore anonymity on the web.   

This analysis also found that education level was a significant factor, with 
those having less education being more likely to perceive that the internet can be used 
anonymously than people with more education. One explanation for this result is that 
while less educated individuals are not as technologically proficient, they may also be 
less aware of the various methods by which an internet user can be tracked and identi-
fied, an explanation supported by past research which has found higher educational 
levels correlate to better understanding of the technological aspects of the web (Porter 
& Donthu, 2006; Chalil Madathil et al., 2013). 

Similar to education level, income level was also a significant predictor, ex-
hibiting the greatest deviation in the means between the highest (.47) and lowest (.29) 
groups. Individuals in the lower income brackets, those earning less than $50,000 per 
year, were more likely to believe they could surf the web anonymously. This finding 
could perhaps be due to a correlation between the level of education and income, as 
individuals with more education typically earn more than those  with less—and those  
with a higher level of education are typically more knowledgeable about the capabili-
ties of the web.  

This analysis also showed that the use of social networking sites was an im-
portant predictor. This result can be associated with the fact that people interact and 
communicate extensively on such sites. Since information and messages are frequent-
ly being shared on such platforms, people are more likely to learn about ways to mask 
their identity on the web. Past research indicates that 8.7% of Facebook users are fake 
profiles (CNET, 2012), suggesting that social anonymity is practiced on these sites, 
perhaps explaining why social networking usage is a predictor of perceptions of ano-
nymity on the web.  

In addition, people whose email or social networking account had been com-
promised are also more likely to perceive that the internet can be used anonymously. 
However, the loss of personal information was not a significant predictor of the per-
ception of anonymity.  

IMPLICATIONS 

 
This study investigated the factors that predict an internet user’s perception 

of anonymity and found that gender, race, education and income level were all signif-



icant predictors. The findings concerning demographic differences in anonymity per-
ceptions and the related disparities in technological proficiency could be used to help 
target demographics with the education and support needed to protect their identity on 
the web. Findings from this research also offer insight about who are more likely to 
attempt to use the web anonymously and will help further identify the patterns of 
behavior associated with anonymous web use. The study can also be extended to un-
derstand what applications or services demand anonymous use and educate users 
about its implications. 

Current literature indicates that the experiences and opinions of friends and 
relatives play a major role in the perception of anonymity on the web. However, as 
these users were not investigated in this study, further analysis is required to deter-
mine how these relationships influence the perception of anonymity (Kang et al., 
2013). Further research is also needed to explore the difference between technical and 
social anonymity and how users embrace anonymity in these situations. Findings 
from the study suggest that individuals more proficient in the use of the internet are 
more likely to believe they can use the web anonymously, but it would be interesting 
to determine if this is actually the case or if their perceptions represent false confi-
dence. Since the Internet now plays a key role in everyday life, it is critical to under-
stand the role and need for anonymity on the web, in particular if and when such use 
of the internet should be advocated.   
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