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An Investigation of the Usability of Image-based CAPTCHAs 
 

Kapil Chalil Madathil, Githin F. Alapatt, Joel S. Greenstein 
Clemson University

 
Objective: This research investigates the usability of image-based CAPTCHAs using performance, eye-
gaze and subjective measures. Background: Several forms of image-based CAPTCHAs have recently been 
developed. Few studies have been conducted to examine their usability. Method:  Twenty participants 
received training using four different CAPTCHAs: Asirra, ESP-PIX, SQ-PIX and IMAGINATION. The 
participants were then asked to complete the CAPTCHA challenge using five CAPTCHAs of each type. 
The participants were subsequently asked to complete the computer system usability questionnaire (CSUQ) 
and the NASA Task Load Index test. Upon completing all the tasks, the participants completed a final post-
test subjective questionnaire ranking the CAPTCHAs based on preference. Results: Statistically significant 
differences among the CAPTCHAs were found for all dependent variables other than task completion time. 
Conclusion: Participants preferred Asirra and ESP-PIX to the other two CAPTCHAs.   
 

INTRODUCTION 
 

Web bots, the automatic scripts and programs developed 
to perform functions repeatedly are being increasingly used 
for malicious intent. In response, developers of web 
applications have resorted to Human Interaction Proof (HIP) 
schemes, which require input from a human, to prevent these 
internet bots from accessing online resources. One such HIP is 
the Completely Automated Public Turing Test to Tell 
Computers and Humans Apart (CAPTCHA), which generates 
and grades a test easily solvable by a human user but difficult 
for a computer program (Von Ahn, Blum, & Langford, 
2004a). The origin of CAPTCHAs can be dated to the late 
1990’s when Lillibridge et al. (2001) developed distorted 
English words and asked the users to key in the content of the 
distorted text, to confirm that they were humans. CAPTCHAs 
can broadly be classified as text-based, image-based or 
speech-based schemes. Although text-based schemes, which 
present distorted images of text, that are reasonably 
straightforward for humans to solve, initially were effective, 
recent advancements in image processing technology and the 
limited database of words that can be used have made them 
prone to security vulnerabilities (Chellapilla, Larson, Simard, 
& Czerwinski, 2005). To address these issues, the 
reCAPTCHA, a character recognition based HIP, shown in 
Figure 1, was developed.   
 

 
 

Figure 1. ReCAPTCHA 
 
The reCAPTCHA is based on a text recognition task in which 
the user identifies two words from a scrambled image (Von 
Ahn, Maurer, McMillen, Abraham, & Blum, 2008). However, 
research suggests that humans with even near perfect vision 
struggle to interpret the distorted text (Chellapilla et al., 2005), 

and that users unfamiliar with the language used have even 
more difficulty deciphering them. 

A new class of image-based CAPTCHAs, which requires 
the user to perform an image processing task has been 
developed (Yan & El Ahmad, 2008). These CAPTCHAs use 
different types of patterns and methodologies which are easily 
understood by humans but difficult for bots to decipher.  One 
of the early versions, BONGO, asked the user to solve a visual 
pattern recognition problem. However, since the database of 
images was not large, these CAPTCHAs were found to be 
insecure (Von Ahn, Blum, & Langford, 2004a). 

ESP-PIX, another image-based CAPTCHA, uses a larger 
database of  images, presenting the user with a set of images 
of everyday objects, all associated with the same concept, and 
prompting the user to select the appropriate broader category 
applicable to all (Von Ahn,  Blum, Hopper & Langford, 
2009). Though research is being conducted on the 
development of new types of image-based CAPTCHAs, few 
studies have been carried out to assess their usability. One 
study conducted by Chew et al. (2004) investigated HIP 
scheme usability, and found that people preferred identifying 
anomalies rather than naming the common pattern in a set of 
images. Lopresti et al.  (2005) proposed ways to develop 
usable CAPTCHAs, such as asking the user to delimit a single 
text block in a page image, transcribing a handwritten word or 
identifying the photos of the same person. However, limited 
information is available on the usability and usage patterns of 
image-based CAPTCHAs. To address this situation, this study 
investigates these issues for four image-based CAPTCHAs 
using task performance metrics, eye gaze measures and 
subjective measures.  
 

METHOD 
 

Participants 
 
 Twenty college students, 13 males and 7 females, 
between the ages of 22 and 28, with experience working with 
web forms and CAPTCHAs, were recruited by email and 
word-of-mouth. Participants were screened to ensure that they 
had 20/20 vision either naturally or through the use of 
corrective lenses.  
 

PROCEEDINGS of the HUMAN FACTORS and ERGONOMICS SOCIETY 54th ANNUAL MEETING - 2010 1249

C
op

yr
ig

ht
 2

01
0 

by
 H

um
an

 F
ac

to
rs

 a
nd

 E
rg

on
om

ic
s 

S
oc

ie
ty

, I
nc

. A
ll 

rig
ht

s 
re

se
rv

ed
. 1

0.
15

18
/1

07
11

81
10

X
12

82
93

69
83

49
24

 at CLEMSON UNIV on January 11, 2012pro.sagepub.comDownloaded from 

http://pro.sagepub.com/


Apparatus  
 

The study used a computer equipped with a non-invasive 
Tobii ET-1750 eye tracker mounted on a TFT 17” monitor 
with a resolution of 1280x1024 pixels. Participants were also 
provided a keyboard and a mouse. The eye-tracking software 
ClearView version 2.7.1 was used to manage the experiment 
and collect the objective and eye gaze measures. Eye position 
data were sampled at 50Hz, with fixations being determined 
using the fixation filter radius of 30 pixels and a duration 
threshold of 100 ms. 
 
Experimental Tasks 
 
 The study used a within-subject experimental design. All 
participants were exposed to all four of the CAPTCHAs 
investigated:  
 

1) Asirra (Elson et al., 2007), shown in Figure 2 
2) ESP-PIX (von Ahn, Blum, Hopper & Langford, 

2009), shown in Figure 3 
3) SQ-PIX (von Ahn, Blum, Hopper & Langford, 2009), 

shown in Figure 4 
4) IMAGINATION (Datta, Jia, & Wang, 2005), shown 

in Figure 5a and Figure 5b. 
 

 A set of five CAPTCHAs of each of these types was 
presented to each participant. To minimize order effects, each 
participant received the sets in a different order. Asirra asks 
the user to identify all of the pictures containing cats from a 
set of 12 images of cats and dogs. ESP-PIX presents four 
images and asks the user to choose a word relating to all the 
images from a drop down list.  SQ-PIX, asks the user to 
identify a specific object wherever it occurs in three images by 
tracing an outline around it. IMAGINATION asks the users to 
click on the center of one of the images in a composite 
consisting of multiple distorted images. If this task is 
completed correctly, a distorted image of an object is 
presented and the participant is asked to annotate it with the 
appropriate word from among those provided in a list.  
 
Procedure 
 
 The researcher greeted the participant and provided him 
or her with a brief overview of the study. The participant was 
asked to read and sign an informed consent form and to 
complete a pre-test questionnaire addressing basic 
demographic information and experience with the Internet. 
The participant was then provided training using a set of five 
CAPTCHAs of each type. The participant subsequently 
performed the experimental task using the first set of five 
CAPTCHAs. The participant then completed the computer 
system usability questionnaire (CSUQ) (Lewis, 1995) and the 
NASA Task Load Index (NASA-TLX) test (Hart & Staveland, 
1988) with respect to their experience with the CAPTCHA. 
 

 

 
Figure 2. Asirra  

 

 

 
Figure 3. ESP-PIX  

 
 

 
 

 
Figure 4. SQ-PIX  

 
 
 

 
 

Figure 5a. IMAGINATION  
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Figure 5b. IMAGINATION  
 
The participant was then exposed to the remaining three sets 
of CAPTCHAs, each followed by administration of the CSUQ 
and NASA-TLX.  Upon finishing all the tasks, the participant 
completed a final post-test subjective questionnaire ranking 
the CAPTCHAs in terms of his/her preference. The time 
required to complete the entire experiment was approximately 
60 minutes.  
 
Dependent Variables 
 
 Seven metrics were analyzed to judge the usability of the 
CAPTCHAs: The average time taken to complete the task, the 
number of errors made, the average number of gaze fixations, 
the average fixation duration, the CSUQ scales, the NASA-
TLX work load indices, and the preference ranking. 

 
RESULTS 

 
SPSS 17.0 was used to analyze the data. To determine the 

presence of significant differences across the different 
CAPTCHAs, repeated measures one-way ANOVA was used 
with a 95% confidence interval. Post-hoc LSD comparisons 
were used to determine the locus of significant differences. 
Because of the nonparametric nature of the ranked preference 
data, the Friedman test was used to identify the significant 
effects for this metric. 
 
Performance Measures 
 

Task completion time. The average time taken was 
measured by finding the mean of the times taken from when 
the CAPTCHA appeared on the screen to when the participant 
completed the test by clicking the appropriate button. The 
results indicated no significant differences in the average time 
to complete the task, F (3, 17) = 0.954, p > 0.05, as shown in 
Figure 6.  

 
Figure 6: Time taken to complete the CAPTCHA challenge 

 
Errors. The mean number of errors made by the 

participants differed significantly among the CAPTCHA 
types, F (3, 17) = 17.14, p < 0.05, as shown in Figure 7.  Post-
hoc analysis indicated significant differences between Asirra 
(M=0.4, SD=0.59) and SQ-PIX (M=2.25, SD=1.12), Asirra 
and IMAGINATION (M=1.15, SD=1.31), ESP-PIX (M=0.4, 
SD=0.59) and SQ-PIX, ESP-PIX and IMAGINATION, and 
SQ-PIX and IMAGINATION. The total number of errors 
made by the participants was highest for SQ-PIX and lowest 
for Asirra and ESP-PIX.  

 
 

Figure 7: Number of errors made by the participants 
 

Eye Gaze Measures 
 
 Average number of fixations. The mean number of 
fixations made by the participants for each set of CAPTCHAs 
differed significantly among the CAPTCHA types, F (3, 17) = 
11.87, p < 0.05, as shown in Figure 8. Post-hoc analysis 
indicated significant differences between Asirra (M=40.85, 
SD=8.98) and SQ-PIX (M=28.65, SD=10.87), ESP-PIX 
(M=44.25, SD=14.55) and SQ-PIX, and SQ-PIX and 
IMAGINATION (M=36.2, SD=18.54).  
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Figure 8: Average number of fixations 

 
Average fixation duration. The mean fixation duration 

differed significantly among the CAPTCHA types, F (3, 17) = 
6.50, p < 0.05. Post-hoc analysis indicated significant 
differences between Asirra (M=308.85, SD=88.95) and SQ-
PIX (M=413.04, SD=232.37), Asirra and IMAGINATION 
(M=363.12, SD=96.96), and ESP-PIX (M=293.52, SD=66.29) 
and IMAGINATION. The average fixation duration was the 
longest for SQ-PIX and the shortest for ESP-PIX. 
 
Subjective Measures 
 
 The overall satisfaction scores differed significantly 
among the CAPTCHA types, F (3, 17) = 15.26, p < 0.05, as 
shown in Figure 9. Significant differences were found between 
Asirra (M=4.33, SD=0.43) and SQ-PIX (M=3.28, SD=0.81), 
Asirra and IMAGINATION (M=3.66, SD=0.66), ESP-PIX 
(M=4.15, SD=0.57) and SQ-PIX, ESP-PIX and 
IMAGINATION, and SQ-PIX and IMAGINATION. The 
CSUQ also decomposes the overall satisfaction into subscales 
for system usefulness, information quality and interface 
quality, as shown in Figure 9. 

 
Figure 9. CSUQ measures  

 
System usefulness. System usefulness differed 

significantly among the CAPTCHA types, F (3, 17) = 14.84, p 
< 0.05. Significant differences were found between Asirra 

(M=4.55, SD=0.45) and SQ-PIX (M=3.2, SD=1.0), Asirra and 
IMAGINATION (M=3.54, SD=0.87), ESP-PIX (M=4.23, 
SD=0.69) and SQ-PIX, and ESP-PIX and IMAGINATION. 

Information quality. Information quality differed 
significantly among the CAPTCHA types, F (3, 17) = 17.31, p 
< 0.05. Significant differences were found between Asirra 
(M=4.19, SD=0.49) and SQ-PIX (M=3.38, SD=0.66), Asirra 
and IMAGINATION (M=3.9, SD=0.57), ESP-PIX (M=4.0, 
SD=0.58) and SQ-PIX, and SQ-PIX and IMAGINATION. 

Interface quality: Interface quality differed significantly 
among the CAPTCHA types, F (3, 17) = 6.18, p < 0.05. 
Significant differences were found between Asirra (M=4.08, 
SD=0.72) and SQ-PIX (M=3.4, SD=0.90), Asirra and 
IMAGINATION (M=3.47, SD=0.85), ESP-PIX (M=4.25, 
SD=0.67) and SQ-PIX, and ESP-PIX and IMAGINATION. 

Workload. The NASA-TLX indices of workload 
associated with each of the CAPTCHAs are shown in Figure 
10. The total workload was significantly different among the 
CAPTCHA types, F (3, 17) = 7.52, p < 0.05. Significant 
differences were observed between Asirra (M=23.6, 
SD=18.97) and SQ-PIX (M=48.18, SD=22.66), Asirra and 
IMAGINATION (M=42.48, SD=21.26), ESP-PIX (M=30.6, 
SD=23.16) and SQ-PIX, and ESP-PIX and IMAGINATION.  

Mental demand. There was a significant difference in 
mental demand among the CAPTCHA types, F (3, 17) = 5.59, 
p < 0.05. Significant differences were found between Asirra 
(M=5.63, SD=4.70) and ESP-PIX (M=9.87, SD=9.19), Asirra 
and IMAGINATION (M=12.5, SD=8.68), and SQ-PIX 
(M=5.35, SD=4.74) and IMAGINATION. 

Physical demand. There was a significant difference in 
physical demand among the CAPTCHA types, F (3, 17) = 
3.95, p < 0.05. Significant differences were found between 
Asirra (M=3.17, SD=4.9) and ESP-PIX (M=0.87, SD=1.4), 
Asirra and SQ-PIX (M=7.38, SD=9.48), ESP-PIX and SQ-
PIX and SQ-PIX and IMAGINATION (M=1.3, SD=2.34). 

 
Figure 10. NASA-TLX workload indices 

 
Frustration. There was a significant difference in 

frustration among the CAPTCHA types, F (3, 17) = 6.85, p < 
0.05. Significant differences were observed between Asirra 
(M=1.42, SD=2.52) and SQ-PIX (M=12.92, SD=11.51), 
Asirra and IMAGINATION (M=7.58, SD=9.40), ESP-PIX 
(M=2.7, SD=2.81) and SQ-PIX, ESP-PIX and 
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IMAGINATION.  No significant differences were identified 
for the NASA-TLX temporal demand, effort and performance 
subscales. 

Preference. Preference data were obtained through a 
ranking scale with a lower score indicating greater preference. 
The analysis of these data using the Friedman test indicated 
that Asirra and ESP-PIX were clearly preferred, χ2 (3, 20) 
=23.46, p<0.05. The Wilcoxon signed rank test found that 
participants preferred Asirra (M=1.6) and ESP-PIX (M=2.05) 
to IMAGINATION (M=3.05) and SQ-PIX (M=3.3), and 
IMAGINATION to SQ-PIX.   

 
DISCUSSION 

 
Overall, the type of CAPTCHA did not influence the time 
taken to complete the challenge.  

Asirra, along with ESP-PIX, was preferred by the 
participants. Asirra’s error rate, mental demand and frustration 
level were low. The number of clicks required to complete the 
Asirra challenge was relatively high, perhaps explaining its 
higher physical demand component. Users sometimes clicked 
on the “Adopt me” link that appears in Asirra under an image, 
when the user hovers the cursor over a particular image of a 
cat or dog. This action took them to a different website. 
Though the average number of fixations was high for Asirra, 
participants still rated it highly. Users appeared to enjoy 
viewing the pictures of cats and dogs. One of the participants 
commented “I could do any number of challenges using this 
CAPTCHA.” This aspect might have contributed to Asirra’s 
low perceived workload and high overall satisfaction scores.  

ESP-PIX, one of the first image-based CAPTCHAs to be 
developed, was also ranked highly by the participants. 
Participants committed the least number of errors with it and 
Asirra. ESP-PIX elicited the highest average number of 
fixations, indicative of a more extensive visual search process 
(John & Karn, 2000). However, the low average fixation 
duration suggests that users were able to identify the required 
information easily. Its interface quality was rated high and 
physical demand and frustration, low.  

SQ-PIX was the least preferred CAPTCHA, though it had 
the smallest average number of fixations. Participants 
committed the largest number of errors with this CAPTCHA, 
had the largest average fixation duration and the largest total 
workload. Participants appeared to experience difficulty in 
understanding where to trace the outline. These results are 
consistent with the finding of Jakob et al. (2000) that longer 
fixations are indicators of higher difficulty in extracting 
information. The tracing component of the SQ-PIX 
CAPTCHA was perhaps the cause of the high ratings for 
physical demand, frustration and total workload. 

The IMAGINATION CAPTCHA was ranked slightly 
higher than SQ-PIX. Its click-and-annotate process required 
only two mouse clicks to complete. However, this advantage 
was offset by its poor interface quality and high workload. 
Some participants found it difficult to identify the geometric 
center of an individual image among the composite set of 
distorted images. The distortion level sometimes caused the 
image to be difficult to decipher. Participants also found the 
instructions provided with this CAPTCHA to be unclear. The 

higher fixation durations associated with the IMAGINATION 
CAPTCHA also suggest that the task it presented was difficult 
for the participants to understand and perform. It was observed 
informally that participants found it more difficult to learn to 
use this CAPTCHA and that their performance with it 
improved with additional practice.  

The results of this study suggest that the Asirra and ESP-
PIX CAPTCHAs are preferred to and more usable than the 
IMAGINATION and SQ-PIX CAPTCHAs. There is a need 
for future work to enhance the usability of existing image-
based CAPTCHAs and to develop CAPTCHAs that offer a 
balance between security and usability. In a recent paper, 
Golle (2008) claimed to have written a program that can break 
the Asirra CAPTCHA. This suggests the difficulty inherent in 
developing an image-based CAPTCHA that is simultaneously 
easy to complete by humans and difficult to break with 
automation. 
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