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User-created passwords are typically higher in usability but lower in security than computer-generated 
passwords. This study evaluates the usability and security of a password scheme in which users are 
assigned computer-generated random passwords and corresponding computer-generated mnemonic 
phrases. Users created images that matched the phrases to cue password recall at the time of login. 
Different picture creation methods (drawing, online images, and a combination of both) and a control 
condition (no picture) were used to examine the effects of picture creation method on password 
memorability. Login success was measured the day of account creation and after approximately one week. 
To measure security during the second session, participants were also asked to simulate attackers by 
attempting to derive others’ passwords from viewing their images. Analysis revealed that pictures enhanced 
password memorability but picture creation method had no effect on password memorability. There were 
no significant differences in security across the four conditions. 
 

INTRODUCTION 
 

Users tend to create insecure passwords (Herley & van 
Oorschot, 2012) such as those that are simple (e.g., “11111”) 
or related to the user in ways that people with personal 
information of the user could easily guess (e.g., pet’s name; 
Hayashi, Hong, & Christin, 2011). Longer or more random 
passwords, which are more difficult to crack, are more easily 
forgotten (Vu et al., 2007). As a result, researchers and 
practitioners are searching for methods of authentication that 
avoid this pitfall (Herley & van Oorschot, 2012). 

Some systems have moved toward authentication schemes 
based on pictures due to the more advanced memory that 
humans have to identify visual fields, and with the hope that 
image-based passwords would be more difficult to crack (De 
Angeli, Coventry, Johnson, & Renaud, 2005; Tambascia, 
Menezes, & Duarte, 2011; Hayashi et al, 2011). However, in 
order to make passwords more memorable, users tend to 
choose familiar images or easy-to-guess hotspots in images as 
their passwords, thereby decreasing the security of these 
schemes. Even when the pictures were made blurry to mitigate 
attacker success, security remained uncomfortably low 
(Hayashi et al., 2011). Overall, picture-based passwords 
appear to be as insecure as text-based passwords. 
 Other attempts to increase security involve forcing the 
user to create more complex or lengthy passwords. However, 
this often fails to improve security because users tend to place 
numbers or special characters in easy-to-remember places 
(e.g., 1password!, sam1is1cool; Forget, Chiasson, van 
Oorschot, & Biddle, 2008). When users integrate special 
characters less predictably (e.g., happe4nstance), they often 
forget where they placed them (Vu et al., 2007). 
 Some password-creation training encourages users to 
substitute special characters in meaningful phrases (e.g., from 
ILovePancakes to eye<3p@nc@k3s). Alas, these substitutions 
are typically based on patterns and may fall victim to educated 
guesses (Nelson & Vu 2010). Kuo, Romanosky, and Cranor 
(2006) suggest that attackers could easily create a dictionary 
of variations of phrases that may occur in these types of 
passwords, which would make substitution passwords little 
more secure than the words or phrases they came from. 

Similarly, computers can easily crack user-created passphrases 
that are based on popular phrases (e.g., 
JackAndJillWentUpTheHill; Kuo et al., 2006). 
 Thus far, encouraging users to create secure passwords 
boasts little success. Other researchers have abandoned this 
tactic in favor of assigning computer-generated random 
passwords to force enhanced security (Vu et al., 2007). 
Because these random passwords are difficult to remember, 
Juang et al. (2012) tested a system using first letter mnemonic 
phrases to help the user remember several assigned passwords. 
Thus, if a password were “hvllbng,” the phrase might be, 
“Henry’s valuable lion likely bit nutritious grains.” To 
reinforce the phrases in participants’ memories, users were 
asked to create pictures to remind themselves of the phrases. 
The pictures were shown to participants during login in order 
to cue recall of the phrase. 
 Computer-generated phrases and user-created pictures 
improved password memorability (81% successful recall) 
more than user-created phrases (57%) or pure memorization of 
random passwords (24%) did. While usability increased, 
security decreased when attackers could see users’ pictures 
(Juang et al., 2012). The present study seeks to attenuate these 
security risks by providing users with tips to guard against 
attack. The current study also evaluates the effect of various 
methods of image creation on password recall and security. 
 Goverover, Basso, Wood, Chiaravalloti, and DeLuca 
(2011) found that combining recall strategies can increase 
memory more than any single strategy can alone. The present 
study uses multiple mnemonic strategies to improve password 
recall, including cues, the generation effect, and the self-
reference effect.  
 Cues have been shown to enhance the recall of items with 
which they are associated (Slamecka & Graf, 1978; 
Greenwald & Banaji, 1989). In the study by Juang et al. 
(2012), the user-created pictures helped cue recall of phrases 
to improve password recall. Cues that are more strongly 
associated with the target items (i.e., items to remember) and 
hold high amounts of information are the most effective 
(Greenwald & Banaji, 1989; Mäntylä, 1986). Hence, in the 
present study, pictures with more information should more 
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effectively cue password recall than pictures with less 
information. However, if the pictures contain too much 
information and are too strongly associated with the phrase for 
the general audience, attackers will have an easier time 
decoding the pictures (Mäntylä, 1986). For example, 
representing a pirate with a picture of Captain Jack Sparrow 
would decrease security because the image and word are 
closely linked. 
 But pictures need not contain large amounts of 
information in order to be strongly associated with a target 
item for a specific person; the generation effect demonstrates 
that creating cues oneself rather than simply pairing 
information together can also enhance recall (Mäntylä, 1986; 
Bertsch, Pesta, Wiscott, & McDaniel, 2007; Craik, & Tulving, 
1975). Because the generation effect works only for the person 
who created the information, participants who design their 
own pictures should experience enhanced password recall, yet 
the attacker’s chances of guessing the password should not be 
greatly increased. More specifically, creating pictures by 
drawing may enhance the generation effect over using online 
images because in drawings, users generate the entire picture 
rather than simply linking images together. Furthermore, 
drawing images may incite the self-reference effect (i.e., the 
enhancement of recall when referring to the self; Rogers, 
Kuiper, & Kirker, 1977) because the very nature of drawing 
an image may be more personal than combining found images. 
 The current study examines differences in the 
memorability and security of passwords for which participants 
have created no pictures (NP), drawing-only pictures (D), 
online-image-only pictures (OI), and drawing-and-online-
image-combined (DOIC) pictures. 

Overall, for password memory, it is hypothesized that: 
 

1) Creating and viewing pictures will improve recall due to 
cued recall and the generation and self-reference effects 

2) Due to the generation and self-reference effects, D, 
which is created purely by the user, should improve 
memory more than DOIC, which should improve 
memory more than OI 

 
For security, it is hypothesized that: 
 
1) Attackers should come closer to guessing passwords in 

the Picture conditions than NP 
2) If, among Picture conditions, differences in security 

occur, attackers should come closest to guessing OI, then 
DOIC, then the D passwords because online images may 
be more publicly known and less personal than drawings 

 
METHOD 

 

Experimental Design 
 
 The study used a within-subjects design to test the 
effectiveness of different types of user-made pictures as 
mnemonic devices to cue the recall of phrases that in turn 
represent computer-generated passwords. Another within-
subjects design was employed to evaluate the success of using 
pictures to attempt to crack users’ passwords. 
 

Participants 
  
 Twenty-nine participants were recruited from Clemson 
University by word of mouth and email for a convenience 
sample. Recruits who failed to pass a test for color blindness 
were screened out, and 24 participants (14 males), ranging 
from age 21 to 38, were ultimately included in the study. No 
attrition occurred between sessions. 
 
Procedure 
 
 In both sessions, participants worked at a desktop 
computer, and a researcher explained the purpose of the study. 
After signing the informed consent form, participants 
completed a demographic questionnaire and a test for color 
blindness (Ishihara, 1987). They then received training for the 
password creation system, covering the following points: 
 
1) For each password, the system generates a random string 

of seven lower-case Latin letters (e.g., “blmiccs”) 
2) For each password, the system generates an English 

phrase such that the first letter of each word corresponds 
to a letter in the password (e.g., the password “blmiccs” 
corresponds to the phrase, “Barbara’s little mouse intently 
chewed countless sandwiches”) 

3) For each phrase, the user is asked to create a picture in 
accordance with further instructions 

4) Tips for creating secure images are provided (e.g., do not 
include words from the phrase in the picture) 

  
 After training, the computer presented four successive 
account login screens along with four unique corresponding 
passwords and phrases that they were asked to memorize in 
relation to the accounts. The password system used by Juang 
et al. (2012) was modified for this study. For each phrase, 
participants were prompted to create a digital picture using 
one of the below methods (see Figure 1 for pictures and 
matching phrases). Conditions were presented in a 
counterbalanced order across subjects to minimize order 
effects. 

 

 
Figure 1. Examples of pictures and phrases from D, OI, and DOIC conditions. 

The corresponding phrases are “Rachel’s tiny dog honestly refused quality 
lentils,” “Charlie’s dumb wolf yesterday ate quality omelets,” and “Matt’s 

independent cat usually ingested your pizzas,” respectively. 
 

1) NP – participants made no picture 
2) D – participants drew a picture using a paint application 
3) OI – participants used online images to create a picture or 

collage 
4) DOIC – participants combined drawings and online 

images in a paint application 
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 After creating each account, participants completed the 
NASA Task Load Index (NASA-TLX; Hart & Staveland, 
1988) and the System Usability Scale (SUS; Brooke, 1996) to 
assess the workload and usability of the system. Participants 
created all four accounts, and then completed a five-minute 
mental arithmetic distractor task. For the second part of 
Session 1, participants were prompted to type their passwords 
into the matching accounts in a randomized order. For all 
conditions except the NP control, participants were shown the 
pictures they had previously created. Five unsuccessful login 
attempts were deemed an overall failure for the particular 
account, and participants proceeded to the next task. Again, 
participants completed the NASA-TLX and SUS after each 
condition. Session 1 lasted approximately forty-five minutes. 
 Session 2 occurred roughly one week after initial 
participation. Participants returned to the study location and 
repeated the second part of Session 1. Next, participants 
simulated attackers trying to decode others’ passwords. 
Participants were given general and system-specific training 
on how to crack passwords from pictures, and participants 
were also provided the list of 182 words from which the 
computer generated the phrases to match the passwords in 
order to simulate an attacker that might have used the system 
until discovering all or most of the words used. Participants 
attacked two accounts of each of the four different conditions, 
all for different users. For each account, participants were 
asked to make at least one attempt and allowed up to five 
attempts to login. Session 2 lasted about thirty minutes. 
 
Measures 
 
 The computer recorded the time users took to memorize 
passwords, including the time to create the picture. Then, for 
every login attempt, of “user” and “attacker,” the system 
recorded the following: 
 
• Time taken to create each password 
• Time taken to correctly enter each password 
• Success Rate (SR): percent of successful login attempts 
• Damerau-Levenshtein (DL) distance (Damerau, 1964): 

the length in edits (total sum of single character 
insertions, deletions, substitutions, and adjacent 
transpositions needed to transform one string to another) 
between the participant’s typed password and the actual 
password 

• Jaro-Winkler (JW) proximity (Winkler, 1990): the 
similarity between the participant’s typed password and 
the actual password 

• NASA-TLX scores to measure workload of creating the 
picture and memorizing the password, and of the two 
login processes 

• SUS scores to measure the usability of creating the 
picture and memorizing the password, and of the two 
login processes 

 
RESULTS 

 
Data were analyzed using SPSS 19. For most data, 

repeated measures within-subjects 4 (condition) x 2 (session) 

ANOVAs were run. For login success, a binary logistic 
regression was performed. If Mauchly’s test of sphericity was 
insignificant at the .05 alpha level, sphericity was assumed. If 
sphericity was violated, a Greenhouse-Geisser test was 
performed with appropriate corrections. Two-tailed Pearson’s 
tests were used for correlations. For post-hoc analyses, LSD 
was used with Bonferroni corrections adjusted for multiple 
comparisons, and a simple effects test was used to evaluate 
interactions. 

Creation. Analysis revealed a statistically significant 
difference between conditions in creation time (F(1.81, 41.66) 
= 27.21, p < .001; (see Figure 2)). The only significant 
difference was that NP (M = 61.32) took the least amount of 
time to create (D: M = 389.99 p < .001, OI M = 433.51 p < 
.001, DOIC M = 450.87, p < .001). 

 

 
Figure 2. Mean account creation time across conditions. 

 
Recall. No differences were found for recall time for 

successful logins among conditions (F(3, 70) = .509,  p = 
.677) or between sessions (F(3, 70) = .241,  p = .625), and no 
interaction was found (F(3, 70) = 2.488,  p = .067). 

Login. Condition had no significant main effect on login 
success (χ2(3) = 6.11, p = .106; see Figure 3). Differences 
among sessions were found to be significant (χ2(1) = 14.01, p 
< .001), with participants succeeding more during Login 1 (SR 
= 52) than in Login 2 (SR = 26). No interaction was found 
between Condition and Session (χ2(3) = 0.45, p = .929). 

Condition affected DL distance (F(2.20, 50.46) = 6.93, p 
= .002), as did Session (F(1, 23) = 22.39, p < .001; see Figure 
4). Participants in NP (M = 2.92) had a larger DL distance 
than those in other conditions (D: M = 1.52, p = .038, OI: M = 
2.75, p = .014, DOIC: M = 2.63, p = .029), indicating that 
participants entered passwords less accurately during NP than 
in the Picture conditions across Logins 1 and 2. No differences 
were found among the Picture conditions. A larger DL 
distance was also observed during Login 2 (M = 2.35) than in 
Login 1 (M = 1.21, p < .001). No significant interactions 
occurred between Condition and Session for DL distance 
(F(1.88, 43.14) = 0.59, p = .550). 
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Condition and Session affected JW proximity (Condition: 
F(1.88, 43.33) = 7.78, p = .002; Session: F(1, 23) = 19.86,  p < 
.001; see Figure 5), but there was no significant interaction 
between Condition and Session for JW proximity (F(1.67, 
38.40) = 0.22, p = .767). During the NP condition (M = .724), 
participants had significantly lower JW proximities than in the 
other conditions (D: M = .885, p = .020; OI: M = .879, p = 
.036; DOIC: M = .910, p = .020), meaning that they were 
further from the password in the NP condition than in the 
Picture conditions. No significant differences were found 
among other conditions (p = 1.000). JW proximity was higher 
during Login 1 (M = .899) than Login 2 (M = .800, p < .001).  

 

 
Figure 3. Percent of successful logins across conditions and sessions. 

 

 
Figure 4. Mean DL distance during login and attack across conditions 

(smaller values indicate coming closer to the password). 
 
Security. During attacks, no significant effect was found 

for Condition on DL distance (F(3, 69) = 2.37, p = .078; see 
Figure 4) or on JW proximity (F(3, 69) = 0.52, p = .668; see 
Figure 5). Time taken to attack correlated with success 
determining passwords, as measured by DL distance (r = -
.153, N = 288, p = .009) and JW proximity (r = .164, N = 288, 
p = .005). 

Subjective Ratings. NASA-TLX scores indicated higher 
ratings of physical demand (F(2, 46) = 7.13, p = .002) during 
Creation than Logins 1 (p = .003) or 2 (p = .031). NP was 
rated consistently low in physical demand (p < .001). While 
DOIC was rated much less demanding during Logins 1 and 2 
than Creation (p < .001), D was rated more demanding during 
Login 1 than Creation and Login 2 (p < .001), and OI was 
rated less demanding during Login 1 than during Creation and 
Login 2 (p < .001).  

 

 
Figure 5. Mean JW proximity for login and attack across conditions 

(larger values indicate coming closer to the password). 
 

 
Figure 6. SUS for creation and login across conditions. 

 
Participants rated their failure (F(2, 46) = 15.67, p < .001) 

higher during Login 2 than during Creation (p < .001) or 
Login 1 (p < .001). Similarly, frustration (F(2, 46) = 7.73, p = 
.001) was rated higher during Login 2 than during Creation (p 
= .005) or Login 1 (p = .040). 

The usability of the systems (F(2, 46) = 7.70, p = .001) 
was rated lower for Login 2 than during Creation (p = .013) or 
Login 1 (p = .011; see Figure 6). Analysis revealed no main 
effects of Session on the remaining subjective ratings or of 
Condition on any ratings. 
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DISCUSSION 
 

Account creation took longer in the Picture conditions 
than in the No Picture (NP) condition. However, no significant 
differences were found in recall time, success rates, or security 
among conditions. The increased memorability of passwords 
in the Picture conditions may justify the extra time required to 
create accounts, though it has not yet been shown if 
participants would willingly take the extra needed time to 
create the accounts. 

The NASA-TLX scores indicated that participants found 
creation to be more physically demanding in the Picture 
conditions than in NP, suggesting that the process of creating 
pictures increased workload. No other subjective differences 
were found for account creation or among conditions for any 
other ratings. 

As expected, login success, measured by success rate, DL 
distance, and JW proximity, dropped from the first to second 
session, confirming that participants tend to forget their 
passwords over time. Complementing these findings, 
participants rated Login 2 as characterized by more failure, 
less usability, and more frustration than Login 1. No 
differences were found for ratings of mental or temporal 
demand or effort. The low success rate (20-60%) was also 
expected because participants were asked to memorize four 
passwords at once and did not use them for a week; in 
practice, expected success rates for this password scheme 
would be higher. 

Although no significant differences were found among 
conditions for login success, more sensitive measures (DL 
distance and JW proximity) revealed that creating pictures 
increases password memorability. This suggests that in the 
previous study by Juang et al. (2012), the top performance of 
the system-generated mnemonic and picture condition was 
due, at least in part, to picture creation. However, it is unclear 
whether this benefit is due to a) creating the picture during 
account creation (employing the generation and self-reference 
effects), b) viewing the picture during login (to cue recall), c) 
taking more time to create the account, d) thinking more 
deeply about the phrase due to picture creation, or e) a 
particular combination of the above. Future studies might 
unpack these considerations in order to develop a more 
focused approach to the present authentication system. 

Both DL distance and JW proximity (which are better 
suited to measure the threat of brute-force and guessing 
attacks, respectively) indicated that Picture conditions were no 
easier to crack than the NP condition. Time spent attempting 
to crack accounts correlated with coming closer to cracking 
them, suggesting that effort moderated cracking success.  

Future studies might investigate the possible additional 
security gleaned from varying the structure of computer-
generated phrases. This would not be expected to decrease 
memorability because participants would still see only one 
phrase structure per password. In fact, different phrase 
structures may help differentiate among accounts and decrease 
interference among phrases. Although the system’s current 
small word bank relies on familiar words to make phrases 
more memorable, increasing the word bank might also 
enhance security by making pictures less susceptible to attack. 

This study revealed that when computer-generated 
random passwords are combined with computer-generated 
mnemonic phrases, user-created pictures assist in password 
recall, enhancing usability without compromising security. 
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