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The usability of text-based CAPTCHAs, featuring distorted letters, and image-based CAPTCHAs, featuring 

pictures, was explored on an Apple iPad. Five conditions were explored: Confident CAPTCHA with either 

voice or touch input, ESP-PIX with voice or touch input, and Google’s CAPTCHA with touch input. Usability 

was analyzed in terms of performance, perceived usability, workload, and preference rankings. Results showed 

that CAPTCHAs involving touch input scored better in almost every measure than CAPTCHAs involving voice 

input. In particular, Confident Touch is recommended based on preference and perceived performance, whereas 

ESP-PIX Touch is recommended for its short completion time.  When image-based CAPTCHAs are not 

feasible, Google’s CAPTCHA is a satisfactory alternative based on usability ratings. 

 

INTRODUCTION 
 

A web bot is a program designed to perform some 

repeated function. Soon after web bots were created, they were 

exploited for malicious purposes (Greer, 2005). Bots search 

for software vulnerabilities in systems of victims and exploit 

these weaknesses (Rajab, Zarfoss, Monrose, & Terzis, 2006), 

in the form of spamming blogs or emails, gaining email 

addresses, stacking online voting polls, finding unsearchable 

websites, or attacking password protections, among various 

other purposes (von Ahn, Blum, Hopper, & Langford, 2009). 

AltaVista was a pioneer in combating these web 

exploitations. In order to block URLs from being 

automatically submitted by computers, a form of printed text 

was created that could only be read by humans. AltaVista was 

able to reduce this form of web abuse by nearly 95% (Pope & 

Kaur, 2005). Soon after, Yahoo! posed a problem with chat 

rooms to researchers at Carnegie Mellon University (CMU). A 

professor and students at CMU responded by creating a 

“reverse Turing Test” by disfiguring strings of texts. This 

process launched the broad area of Human Interactive Proofs 

(HIPs) used to distinguish between humans and machines, 

children and adults, a unique person and someone else (Baird 

& Kopat, 2002).  

        One of the main classes of HIPs is known as CAPTCHA 

– a Completely Automated Public Turing test to tell 

Computers and Humans Apart. Commonly used on 

ecommerce sites, such tests are intended to allow for easy 

solution by humans but near-impossible completion by 

computers (Pope & Kaur, 2005). There are many standards 

that CAPTCHAs hope to achieve: 1) The challenges can be 

generated randomly and graded automatically, 2) The task is 

fairly quick and easy for humans, 3) essentially all humans 

pass the test, 4) essentially all computers fail the test, and 5) 

the test can resist bot attacks for a worthwhile amount of time 

(Baird, Chew, Fateman, Coates, & Luk, 2003).  

       The two most common types of CAPTCHAs are text-

based and image-based; each type presents certain advantages 

and disadvantages. Text-based CAPTCHAs are the most 

common, but they are now easily attacked using text 

segmentation, and this is a process that computers are better at 

than humans (Chellapilla, Larson, Simard, & Czerwinski, 

2005). Image-based CAPTCHAs require a larger web page, 

much more server processing, and a database populated with 

images, but they allow reduced interaction between a user and 

the keyboard, since one does not have to type out individual 

letters, but rather one clicks on images or words (Chow, Golle, 

Jokobsson, Wang, & Wang, 2008). 

For this study, three CAPTCHAs were implemented on 

an Apple iPad. Based on previous research as well as the ease 

of transition to use on an iPad, Google's CAPTCHA, ESP-

PIX, and Confident were selected for use in this study. In a 

previous study comparing the usability of CAPTCHAs on 

mobile devices, the short completion times achieved by users 

with Google’s CAPTCHA suggested it would be appropriate 

for use on mobile devices. Additionally, ESP-PIX was found 

to have a high preference rating, a low error rate, and low 

physical demand and frustration (Madathil, Mitchell, & 

Greenstein, 2010). Confident is a newer CAPTCHA with a 

high potential for usability without sacrificing security 

(Staker, Goldbach, & Yudkin, 2011).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 1. Google's CAPTCHA with touch input. 
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distorted configuration (Figure 1). Input is made by touching 

buttons on an on-screen keyboard. The image-based 

CAPTCHAs in our study (ESP-PIX and Confident) were 

presented with both touch and voice input conditions. ESP-

PIX asks the user to either touch or speak a word from among 

options in a  list that relates to four images (Figures 2 and 3). 

In Confident, the user is presented with nine images displayed 

in a three by three grid. Each image has a corresponding letter 

displayed on it. The user is asked to locate and select a set of 

four images, one at a time, that satisfy a specified condition. In 

the touch condition, participants touch directly on the desired 

image, (Figure 4). In the voice condition, participants speak 

the letter associated with the correct image (Figure 5).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 2. ESP-PIX with touch input. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 3. ESP-PIX with voice input. 

       Voice input may be effective with mobile devices, as it 

may be possible to complete actions more quickly or 

conveniently with voice than by touch. No studies involving 

mobile devices have addressed the use of voice recognition 

software specifically for CAPTCHAs. For this reason, this 

exploratory study investigates three CAPTCHAs and two 

input modalities (voice and touch).We are interested in seeing 

which CAPTCHAs people find easier to use on an iPad and 

whether or not voice is an effective input modality. Because 

the voice recognition technology employed did not recognize 

the pseudo-words presented by Google’s CAPTCHA, the 

combination of voice recognition with Google’s CAPTCHA 

was not included in this study.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 4. Confident CAPTCHA with touch input. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 5. Confident CAPTCHA with voice input. 
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METHOD 
 

Participants 

 Twenty college students, 11 males and 9 females, with at 

least basic computer experience, normal or corrected-to-

normal vision, and who spoke English as their primary 

language, were recruited by email, flyer, and word-of-mouth.  
 

Apparatus 

 The study used an Apple iPad to evaluate the usability of 

the CAPTCHAs. Five individual apps were created to display 

each of these CAPTCHAs on the iPad. The Dragon Mobile 

software development kit was used to program the apps to 

allow for voice input. An online timer was used during the 

trials to record the time taken to complete each CAPTCHA. 

To measure aspects of a user's workload experienced, the 

pencil and paper version of the NASA Task Load Index 

(NASA-TLX) measures was used, including: mental demand, 

physical demand, time pressure, effort expended, performance 

level, and frustration experienced (Hart & Staveland, 1988). 

To measure the subjective satisfaction of users, the Computer 

System Usability Questionnaire (CSUQ) was administered 

with twenty items measured on 5-point Likert scales (Lewis, 

1995). A preference ranking questionnaire was employed that 

listed each CAPTCHA condition with an image of each of the 

three different CAPTCHAs. 

 

Experimental Tasks 
 A within-subject repeated measures design was used in 

this study. All participants were exposed to all five conditions 

that were investigated:  

1) Google’s CAPTCHA with touch input 

2) ESP-PIX with touch input (von Ahn et al., 2009) 

3) ESP-PIX with voice input 

4) Confident with touch input (Staker et al., 2011) 

5) Confident with voice input 

 

Dependent Variables 

 Five metrics were analyzed to determine the usability of 

the CAPTCHAs: the time taken to complete the CAPTCHA, 

the number of errors made, the workload dimension indices, 

the CSUQ scales, and the preference ranking. 

 

Procedure 

       A participant screening process was conducted to ensure 

satisfactory compatibility with the voice recognition software. 

In this process, a total of at least six correctly recognized 

words out of ten were required for participation. Only one 

prospective participant fell below this cutoff in our study.  

Following the screening process, the participant was asked to 

read and sign an informed consent form. The participant then 

completed a questionnaire addressing basic demographics and 

experience with computers and mobile devices. The 

participant was then provided the iPad.  

       During the experimental task, each participant was 

directed to complete ten trials of each type of CAPTCHA, the 

first five of which were considered practice trials. The  

practice trials were intended to help people become more 

familiar with the less common image-based CAPTCHAs as 

well as become more comfortable with data input using an 

iPad. A total of five conditions were explored in the study. 

One at a time, CAPTCHAs of each type were presented to the 

participant. To minimize order effects, each participant 

received the sets in a different, random order. The participant 

completed ten examples of the first type of CAPTCHA, and 

during the last five trials time taken to complete the 

CAPTCHA task and the number of errors were recorded. 

       The participant then completed a version of the NASA-

TLX workload dimension questionnaire and the IBM CSUQ 

with respect to their experience with the CAPTCHA. The 

participant was then given, one-at-a-time, each of the 

remaining four sets of CAPTCHAs based on their randomized 

order, each followed by administration of the workload 

dimension questionnaire and the CSUQ. Upon finishing all 

tasks, the participant completed a final post-test subjective 

questionnaire ranking the CAPTCHAs in terms of his or her 

preference. The time required to complete the entire 

experiment was approximately 45 minutes. 

 

RESULTS 

 

SPSS 19.0 was used for the data analysis. For most of our 

dependent variables, QQ plots showed approximate normality 

and thus we used a repeated measures one-way ANOVA with 

a 95% confidence interval to determine significance. Given 

significance, an LSD test revealed which CAPTCHA 

conditions differed significantly from one another. Given that 

some measures violated the assumption of sphericity, 

multivariate analysis was conducted with Wilks’ Lambda 

values reported. Since the user preference rankings did not 

follow a normal distribution, we used a Friedman test for this 

measure. We then used pairwise Wilcoxon signed-rank tests to 

see which conditions differed significantly in terms of 

preference.  
 

Objective Measures 

CAPTCHA completion time. The CAPTCHA completion 

time was measured from when the CAPTCHA appeared on 

the screen to when the participant completed the test and was 

shown the result. There was a significant difference in 

completion times at the p < .05 level among the five 

CAPTCHA conditions, Wilks’ Lambda = 0.26 [F(4,16) = 

150.579, p < 0.001] and Partial Eta-squared = 0.974. Post-hoc 

comparisons using an LSD test indicated that the mean time 

for ESP-PIX Touch (M=5.75, SD=1.92) was significantly 

lower than all other conditions. Mean times for Confident 

Touch (M=7.59, SD=1.43) and Google’s CAPTCHA (M=7.07, 

SD=1.62) were significantly lower than both voice conditions. 

Between the two voice conditions, the completion time for 

ESP-PIX (M=10.47, SD=2.29) was significantly shorter than 

that of Confident (M=29.42, SD=4.12). Mean CAPTCHA 

completion times are shown in Figure 6. 

Errors. An error was recorded anytime a user did not 

successfully pass a CAPTCHA test in the five experimental 

trials following the practice trials. The maximum number of 

errors possible per condition was five. There was a significant 

difference in the number of errors among the five CAPTCHA 

conditions, Wilks’ lambda = 0.087 [F(4,16) = 42.15, p < 
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0.001] and Partial Eta-squared = 0.913. Post-hoc comparisons 

with an LSD test revealed a significantly higher number of 

errors for Confident Voice (M=2.90, SD=1.07) than all other 

conditions. This was followed by ESP-PIX Voice (M=1.55, 

SD=1.05) having more errors than the remaining conditions. 

Google’s CAPTCHA (M=0.60, SD=0.68), ESP-PIX Touch 

(M=0.15, SD=0.37), and Confident Touch (M=0) had 

significantly fewer errors than the two voice conditions. The 

total number of errors made was highest with Confident Voice 

and lowest with Confident Touch, as seen in Figure 7. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 6. Time taken to complete the CAPTCHA task (s) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
         Figure 7. Number of errors made by the participants 

 

Subjective Measures 

 Overall usability. There was a significant difference in 

overall perceived usability among the five CAPTCHA 

conditions as rated by users on the CSUQ, Wilks’ Lambda = 

0.134 [F(4,16) = 25.80, p < 0.001] and Partial Eta-squared = 

0.866. Significant differences were found between Confident 

Voice (M=2.69, SD=0.66) and all other conditions. Next, ESP-

PIX Voice (M=3.49, SD=1.03) was rated significantly lower 

than all remaining conditions. A significant difference was 

found between Google’s CAPTCHA (M=4.24, SD=0.60) and 

Confident Touch (M=4.60, SD=0.52), but not between 

Google’s CAPTCHA and ESP-PIX Touch (M=4.51, SD=0.55) 

or between ESP-PIX Touch and Confident Touch. The overall 

usability was rated lowest for Confident Voice input and 

highest for the three touch conditions.  

Workload. The NASA-TLX scale decomposes workload 

into six subscales. Each of these subscales was analyzed as a 

separate dependent measure. There were no significant 

differences with respect to mental, physical, or temporal 

demand. Workload subscale results are displayed in Figure 8. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 8. NASA-TLX workload indices 

 

Performance. Results indicated significant differences 

among the five CAPTCHA conditions with respect to 

performance, Wilks’ Lambda = 0.141 [F(4, 16) = 24.36, p < 

0.001] and Partial Eta-squared = 0.859. Confident Touch was 

rated significantly better in terms of performance than all other 

conditions (M=1.10, SD=0.31). This was followed by ESP-

PIX Touch (M=1.55, SD=1.00) and Google’s CAPTCHA 

(M=1.65, SD=0.81), which were rated significantly better than 

both voice conditions. ESP-PIX Voice (M=3.40, SD=1.64) 

differed significantly from Confident Voice (M=4.65, 

SD=1.53). In terms of perceived performance, Confident 

Touch was rated best by users, and Confident Voice was rated 

the worst. 

Effort. The five CAPTCHA conditions were found to 

differ significantly in terms of effort, Wilks’ Lambda = 0.437 

[F(4, 16) = 5.16, p = 0.007] and Partial Eta-squared = 0.563. 

Significant differences were found between Confident Touch 

(M=2.20, SD=1.54) and Google’s CAPTCHA (M=3.10, 

SD=1.25). The Results also indicated that Confident Voice 

(M=3.85, SD=1.79) requires more effort than all other 

conditions. 

Frustration. The results indicated that the five CAPTCHA 

conditions differed significantly in terms of frustration, Wilks’ 

Lambda = 0.322 [F(4, 16) = 8.43, p = 0.001] and Partial Eta-

squared = 0.678. Significant differences were found between 

Confident Touch (M=1.45, SD=1.00) and Google’s 

CAPTCHA (M=2.10, SD=1.37). Overall, Confident Touch 

frustrated users the least. 

Preference. Preference data were obtained through a 

ranking scale with a higher score indicating greater preference. 

The analysis of these data using the Friedman test indicated 
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that significant differences existed among CAPTCHA 

conditions, χ2 (4) = 53.88, p < 0.001. Post-hoc analysis with a 

Wilcoxon Signed-Rank Test was conducted. Confident Touch 

(Mdn=5) was found to be the most preferred, followed by 

ESP-PIX Touch (Mdn=4) and Google’s CAPTCHA (Mdn=4). 

In comparing the two voice conditions, ESP-PIX (Mdn=2) was 

significantly more preferred than Confident (Mdn=1). 

 

DISCUSSION 

 

Our findings suggest that with current voice recognition 

technology, CAPTCHAs using touch input perform better and 

are more preferred by users than CAPTCHAs using voice 

input. CAPTCHAs using voice input were rated significantly 

lower than CAPTCHAs using touch input, and they also took 

more time and had more errors. Our study also showed few 

differences between Confident Touch, ESP-PIX Touch, and 

Google’s CAPTCHA. In terms of preference and perceived 

performance, Confident Touch was rated the highest. In terms 

of completion time, ESP-PIX Touch performed the best. 

Overall, Google’s CAPTCHA was found to be as usable or 

nearly as usable as Confident Touch and ESP-PIX Touch. 

The results indicate that users may not be satisfied 

completing CAPTCHAs by voice, at least when using the 

current Dragon Mobile SDK voice recognition software. 

Incidentally, Siri - the speech recognition application and 

personal assistant developed for the iPhone - was not available 

for use at the time of this study. Our results also suggest that 

Confident Touch is an effective and usable CAPTCHA for 

mobile devices. An additional benefit to this CAPTCHA is its 

space saver version that takes up less space on a webpage and 

mobile screen. Overall, our results generally support the use of 

image-based CAPTCHAs where this is feasible. Some 

participants in our study appeared frustrated when attempting 

to recognize the distorted characters in Google's CAPTCHA, 

and a few even mentioned their frustration with similar text-

based CAPTCHAs encountered online. The scores on our 

usability measures for Google's CAPTCHA, however, were 

reasonably good. 

Our results are at least partially due to limitations of the 

voice recognition technology we used. We were unable to 

create an option for people to re-speak a word or letter that 

was not heard correctly. For Confident Voice, this created 

frustration since one has to get four correct letters in a row. In 

addition, the voice recognition software did not recognize 

letters as accurately as words. We could not create a 

vocabulary from which the system could identify possible 

letters or words, so as to restrict options and increase 

accuracy. Another difficulty was that the voice recognition 

technology could not be implemented directly within the iPad, 

but rather each voice entry had to be sent to an outside server 

to be processed, increasing transaction time. Finally, 

implementation of the voice recognition technology required 

the use of a ‘Record’ button that needed to be touched initially 

before any speech was input. This may have introduced a 

confounding factor in the voice conditions that was not 

balanced by a button in the touch conditions to activate text 

entry. 

Our study contains inherent limitations to generalization 

of the results, the first being a restricted sample. As part of our 

screening process, only people who spoke English as their 

primary language and for whom the system correctly 

identified at least six out of ten spoken words participated in 

our study. A potential application of our voice implementation 

for CAPTCHAs could be with people who are visually 

impaired and might respond to an audio CAPTCHA, but 

participants in this study all had normal or corrected to normal 

vision. The limitations of the voice recognition technology, as 

noted above, added to differences in recognition speed and 

accuracy.  

In conclusion, our study shows that users prefer 

CAPTCHAs that involve touch input on mobile devices, 

especially Confident’s CAPTCHA. More research needs to be 

done to investigate the role of voice input for CAPTCHAs on 

mobile devices. Lastly, our study evaluated the relative 

usability of various CAPTCHAs but did not investigate the 

relative security of these CAPTCHAs. This is another 

important factor in the selection of CAPTCHAs for 

implementation on mobile devices. 
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